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TUCKER ELLIS LLP David
J. Steele SBN 209797

david.steele@tuckerellis.com
Howard A. Kroll SBN 100981

howard.kroll@tuckerellis.com
Steven E. Lauridsen SBN 246364

steven.lauridsen@tuckerellis.com Dina
Roumiantseva SBN 300576
dina.roumiantseva@ tuckerellis.com 515
South Flower Street, Forty-

Second Floor Los

Angeles, CA90071 EBiF:

213.430.3400 1£E:213.430.3409
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(%2 FACEBOOK, INC.) .INSTAGRAM, LLC #1 WHATSAPP LLC Ry#EI@
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IR LERX
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INSTAGRAM, LLC #1 WHATSAPP LLC,

RE,
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5% Meta Platforms, Inc. ( “Meta” ).nstagram, LLC ( “Instagram” ) #1 WhatsApp LLC
( “WhatsApp” ) (4effA “IRE" )Etbf 1AM Tucker Ellis LLP 232t 18955 —
§133#8%% OpenTLD BV dba Freenom dba Bitsafe Domains BUEIEIFIA
( “Freenom” ), Freedom Registry BV ( “Freedom Registry” ), Fintag Group BV aka Bitsafe BV
( “Fintag” ), Cervesia Acida BV ( “Cervesia” ), BV Dot TK( “Dot TK” ), Centrafrique TLD BV
( “Dot CF” ), Equatorial Guinea Domains BV ( “Dominio GQ” ), Mali Dili BV ( “Mali Dili” ), 105
TLDBV ( “FkAY GA” ) ,Stichting OpenTLD WHOIS {{3¥2X & OpenTLD WHOIS {EBES %=
( “ID Shield” ), Yoursafe BV aka Bitsafe Payments BV aka Verotel aka Verotel Merchant Services BV
( “Yoursafe” ), Joost Zuurbier Management Services BV, VTL Merchant Support, Inc. aka Freedom
Registry, Inc. ( “VTL” ) (%#FR “#E” A John Does 1-20,83EFERN ( “Doe #E” ) ,
B AIRER R,
—3lE
L ML ERBUEAMA S XL EZATHRE
FIEFIELH N R T A
2. W EEAARTCY KoM RTIER AR
MMNEIERERNEXEE R Doe R HiRIEBXARSHINS
MEEIBFLARNSEER.
3. WEFI—NEFMNTRATMRIEE XLETR AT BRI IERI N AIZH
Johannes Wilhelmus Antonius Zuurbier aka Joost Zuurbier ( “Joost Zuurbier” ) #1 Marcel Trik, A%
WEIEAFZ—EREANEERSE5EN/SER
EHEME 1M IR SE fFE 50005 MERISR RIS
SRENEIVES RN ERREER

[RIEEHBERERIFE,15 USC § 1125(d) ( “ACPA” ) (4i#FA

TSGR IEERE R AR B TR SR E B E N ASE (BINER 1D AR AN TR AT EMESIE
FEREHFEFIBLRRMESIETIEA ( “APWG” ) IRE#R,2022 FE"FEHALE 1,097,811 EMENERE, “XE APWG WEEIRIK
KNEREIERIRERNEE, "RNMEHNETIEA MENEEEBIRE, 2022 F%5°FE (2022498 20R8) A%
docs.apwg.org/reports/apwg_trends_report_q2_2022.pdf 3REX,

n BRIERERHIR
RS 4:22-CV-07768-HSG
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“ERUEE” ) o

4 ST ERR RSN — - A
B Freenom F/siHS—1 BIEMAMKFE MK FIE BATHIRAKRIRZ —

REREER,

5. BUEE 81,6190 faceb00k.ga.fb-Instagram.cf.
facebook-applogin.ga.instagrams-help.cf.instagram.ml.chat-whatsaap.gq.chat-whatsaap-com.tk #0l
supportservice-Instagram.cf MYSHREEHEITMERSCRE AR, ME
U ZERATREMEIER T BRI A NS U TE AR
MERSAFPNRSNANES B IVEAESACER. A
EAUHEGIRCERMIE 1 TS —RIETTHHERF,

6. PRELMhSI Freenom RIRFIFHZEMARSS IR LS
FEMERABEIREE ( “ccTLD” ) ERABIAIER T
SR FER X EAIRUBEE (Fid0, .us KREE
KE) o Freenom BUTEEFHIMRSIZMEA: .tk XK Tokelau, .gq {3k Equatorial
JUARTE ,FEEERER of BER .mLIEER .gasxT=EFE,

Freenom J9iXLE ccTLD & BEMEIREBERHHITPIE EAHE(E,

FreenomtB@IRSUEMES fRAHR G EINZIEM

20224 ,FACEBOOK.WHATSAPP.INSTAGRAMS BT F LR £ I i BATAYRT FL Bimhg . 2 LB SRS AR R AR BE (BREER
%) JHEBFY (DNS) AR (2022 F 1 B 1 B) MuEA https://op.europa.eu/en/publication-detail ///publication/
d9804355-7f22-11ec 8c4001aa75ed71al/language-en. FACEBOOK #EZ5— ,INSTAGRAM 25— WHATSAPP HE&ZE A
o

- AR EBMEIR S DTS ( “ICANNT B5E, “[tits 3R RES TGS MG ERE EE
., ” ICANN, WHOIS Ri&%& ,B]7 whois.icann.org/en/glossary-whois-terms $REX ( “ICANN RiEK” ) »

- Freenom AERHEMARS A ccTLD FHE— M EBEETF AR .tk B Dot TK. .cf Y Dot CF. .gq BJ Dominio GQ. .ml
B9 Mali Dili #1 .ga B9 My GA (A “ccTLD IRSBIRMEE” ) &1 ccTLD RSIRMHEM Freenom {2 LLNF—MEHK.

- EMEMEEMAFRRENR R EMHTEEMBICRIZEMIESFICANN iR,

BRIERERHIR
RS 4:22-CV-07768-HSG
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EXA ccTLD A,

1. Freenom B2 ICANN IARTHE FRTRERIS 2 A7
i ( “gTLD” ) JBAIIHEE .com F .net [REELBIAEH—
ICANNIARTHE 25 A7  FreenomiR iR EAARSS
£ gTLD,

8. ID Shield 2 Freenom BS—1 B3 2R IRARSS 1D Shield
EREE (EEMAHUBEHNESCEMN AR B4
Freenom FE{H4A Freenom BIEFER.

9. Freenom, B fEFH@IT— NS 240 IR REIRIERES EFRAIMLE ,
DBA # shell A FBEEEFM AR RIET T — MAERYIT IR
107 RICAIA LR S RIESHR.

10. Freenom FEHRHMARSHIE S ccTLD REIEH TLD
WLEIETES F AN Freenom 1R F EHHZ MRS H KR E
BEFNE BMEE ISR A TRIEEZ 5
IBERE AT EEMES EMEERENSNTNE IR B RE
HEF Freenom AR X EARRINE FIFEIETBUEAUAE

11. RIEREGAHITHI2022 SEIHZR GRS
ZEasEH, “TMREWERN TLD (ml. .tk. .ga. .cf #.gq)FEEH Freenom izE
Bt —SRHEE, “RUEMEER Freenom BY TLD RAEETRERIRE
WERITHET 28R, ~

12. Itk5h ARHE Interisle Consulting Group #92021 FEMEEHERBIRE ,
{IEBR—EE Freenom MYF ccTLD RS MARET 124,000 2,

13.  REGREASHNEICREIERELRS Y,

Freenom —E R AEKENE HRVHEHERIAEFNE HEIN RS

T BRI NEAEA SR ATE 3, MR L

Interisle Consulting Group, {2021 FREHIEREY (2021 F 98 22 H) MR
www.interisle.net/PhishingLandscape2021.pdf.

o 6

I~
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EfFo

14. WEEIERR TS TAR (a) A TRETRAD
BRIXS5,(b) BRLEREIMAICTD FHEBIARIRRRFY
FERRSHBRSSEAMRARAZICHABIT, UK (ORE
SHE=ZHFRNIMEILRNREE HIInES R RAINETIE
REREMERIETER PR S E AR EMRX LRI TR
RIS AMEAUEE RS EA LRER AR
PAFSEES

15. WA A BRI T RIFERF KR S B
(a) EAMERUS ,(b) P ERBLILERUAS /3
(c) BWILBEFEWRNBIEHOIE SFIEE MRS RAUA R
ThRIEL L L B S IR IS LK FR T E At BRI 8 a1E
M B ELRE.

16. WEM Doe W EERREHEITR LEARIRERSE
=R BEAT RSB ERIMLE, ERMA
A U EMERERD IR AR IR SR B E

[RERRE BT XEIFIR REIHERR LR S Doe HEIETDHITH

IEFFEEII TR
O FRLEE AR RS
17. R4 Meta Platforms, Inc. @ —EHEMNAE] HFES S

TENFHERIM TEME5E.

18. & Instagram, LLC R4FHIEMN—RERTE AT EFBFITEH
ENFAERIEN TEEsE RS,

19. F& WhatsApp LLC R4FHIEEMI—REMRIEAE EE BRI
ENFAERIEN TEsE RS,

20. #i%5 Freenom 2 OpenTLD BV B9 S ,2—XRI=AF 5

 EERE R AT R SRS 3 LS RS L e RS L S SRR .

FRERERHRIF
RS 4:22-CV-07768-HSG
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HFEE AT Danzigerkade 23D, Amsterdam 1013AP, Netherlands, Freenom LA Freedom Registry, Inc.,9 BIBXFTE
V3 ABBHHTF 2225 East B
Bayshore Road, Suite 290, Palo Alto, California 94303,

21. & Freedom Registry B—RA=18 HETEEIMSUT
Danzigerkade 23D faliH#T 1013AP, fi=, Freedom Registry & Freedom Registry FUME—REZR
[z

22. W& Fintag B—RE=AF) HEEEWMSUT
Danzigerkade 23D ,FliBH#5/T 1013AP /=, Fintag @ARZRAIME—

BEEICREE. Fintag X2Z Freenom WWESE,

23. & Cervesia 2—Ra=1a HEFEEMSUTF
Spaarndammerdijk 699 faiBER4EFT 1014AE =, CervesialFEmIFEST. 5%
Fintag BOME—EE ,E5%) 2022 46 10 B 24 B,

24. #E Dot TK B—HKA=R8 HFEEWM ST
Danzigerkade 23D ,FI4HME 1013AP fii=, Dot TK & Freenom MIFAF= TK &
#5255 .tk ccTLD AU MARSSIR M. Dot TK 7£H LinkedIn EAF
TIELEHRE “R Freenom BNFAR" 5E& “EMBHNSH (F=2)MEER/REgEHEL

(EH) 7

25. W& Dot CF B—RE=AR HEBE W SUTF
Danzigerkade 23D ,FAl4HME4 1013AP fii=, Dot CF =2 Freenom HFAFEl.5 CF &
FREEEAIE .cf ccTLD BUEZ AR SR,

26. #& Dominio GQ B—RA=RE L HFEEWM ST
Danzigerkade 23D JiIiBEMHT 1013AP fil=, Dominio GQ =& Freenom BIF AT,
Dominio GQ 27~&E/LAIE.gq ccTLD FRZ MRS IR,

21, 3% Mali Dili B—REEZAE HEBEWMSMT

Danzigerkade 23D JaIiBEMHT 1013AP /=, Mali Dili 2 Freenom HIFATLSEHH

s
Freedom Registry, Inc. F 2017 £ 11 BE&4 VTL Merchant Support, Inc..REATHEFHKH Freedom Registry, Inc. 82—
Freenom BT SoME RENTHERREA VTL Merchant Support, Inc. 2 Freenom BYIRITIE,

o BRIERERHIR
RS 4:22-CV-07768-HSG
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S8 .ml ccTLD B ZEMARS R

28. & My GA B—REZ AR HEFBE ST
Danzigerkade 23D ,fali45FT 1013AP,fii=. My GA & Freenom B F AT FH GA 2
D05 .ga ccTLD AU EMAR SR ™.

29. W% ID Shield B—REZHMRFILE HEBE S
£ Danzigerkade 23D FBEM45/ 1013AP /5=, ID Shield@Freenomfigi&{ i
ARSS FERFFRI ARSI A ELAID Shieldiv2 SRR
FAHER

30. 4 Yoursafe B—REZ AT EIBEWSRMIT
Danzigerkade 23D faiH4%T 1013AP fir=. Yoursafe @—REBXMZ (ARSI
EINEBRREMRS T LA RFRRS.

Yoursafe RN ZEMANERARSS. Yoursafe RINER
IFRERIEMI B LRI EEAL,

3L & VIL B—RISHIEMNAR) HEBTEWST 2225 East
Bayshore Road, Suite 290, Palo Alto, California 94303. 1R E IR LA IR IR R I MNAS 1
ESSH1LVTL 72 2018 FHEERIZARSAIFIAIEARZ Johannes WA Zuurbier (X%

Joost Zuurbier) fiiF 628 O  Farrell Street #7, San Francisco, CA,EIERIEAHE
2021FE8H19BE XK fiIF61 Airport Boulevard, Suite H, South San Francisco, CA
94080 MRIBX AT VTL MEZ(FIR VS FHBEIRIE

EEWG E HEISEATE vtl.support ERIE VTL $HEINIERSS , BIERF

RS L4 A5 =F.H5 2017 £ 11 B ,VTL Ll Freedom Registry FIEXIEE,

Inc. Joost Zuurbier & VTL BNEEHITE ;Marcel Trik EHEEWSEFRMH.

32. W Joost Zuurbier Management Services BV 2—Kfr=A5),H
FEE M STF Melis Stokehof 100, Amsterdam 1064 JE, Netherlands.2987454EEL/R
Management Services BV & Fintag FVE&EE,

33. X F=EHS(0 ,Freenom.Freedom Registry.Fintag.Cervesia.the
cCTLD ARS3HE{ER.ID Shield.Yoursafe VTL #1 Joost Zuurbier Management Services BV &

— N E—pe /SRR ER. Freenom LE2UTTEINEIES5E

7 FBRIERERHEIF
RS 4:22-CV-07768-HSG
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Freedom Registry.Fintag.Cervesia.ccTLD ARS5#=£#5.1D Shield.Yoursafe.\VTL 1 Joost
Zuurbier EIEARSS BY
34. [REMAKRIE Doe WERS . Doe IEZTA
K EIESIRET R AMSEA M 1B EMBSH
BB EFHRICR ST HEWAT
REMEHNERE ETREARS UNEMERNES ER JRIEN
R ERE AR T, - IEAN T ESEF4RYAERE Doe

WEHRE Freenom.ccTLD BRSZIREREF /L ID Shield BIFRIAJRE

REBIECULRIF LU TR THEIZIESE Doe SRR S BMRESIBIANF!
ol THRE 7 o
= ERNABR

35. AT AR S R RIS IR AR R R B X IR IR E 154X
R4 28 USC § 1331 IR HERAERXINER BB T EFEN
LEAMBHE 28 USC § 1367(a) HR RS, E/NZF IS SEF RS IEARR U E T
el WaRE—R= A F N —E 5.

36. AR EREBRABENEAMU IS A it EE
1B HEBRAMMAITINE— BERN/NEEES5E,
TEHRTENIFHERIL N RV 53 A BRyitF
ERIEARENARESEWEI] T—HHSHER
EEESMREEEEIHEES RIEEEER, 81
TERSERIEFF R S ERER R ER AR ELE
B0 ,Freenom ESIIMNN ABSEAZTT T ZWEMR],
IEMITFHMERIMNAIZEEAT ICANN1L, Freenomti#EANT

5 Meta B TE D— N RIFRERINERERISRE.

10

T 0, ME R MEMIRER S BE— SRR OITREEE Freedom Registry, Inc 5T R ERCoMRAT BRI RAIFSES
R VLA M A 1B S 5t tps://www.cisa.gov/uscert/ncas/analysis-reports/ar20-303a.

= Freenom FRILLTENIFHERRIFAEFZENERT ICANN &ife THhEiErs
&ME,S% Freenom 7£ 2015 £ 8 A 24 HiERAIRGFHIEL,

BRIERERHIR
RS 4:22-CV-07768-HSG
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37. EBIR S B RA BN EAM IS AL 24
i B @I M INIZ— BER/EES5E 2 — HEESHEHXERE D
A HEEEREEET R AN AR B FTXIFBRDF
EEE A R ERBRS B R X B,
FRMAEEREEE RENIRS BERKAM T He My
7T AR SR ER B R A K ERYHZEE ] LAIAIR)
KSR ESEETFERIEI] TS SR
MBS PRI EEERN

38. EBTR S B R A BRI B EE
TEREHRSHEIFEITRIEXRA9LSS SR ST
FreenomT2013F9A3 BR3L T EMARSS HIESARERS 1E
AR E R ARSS JEBR A ERE R ,Freenom HETHIEEEER Joost Zuurbier,
RIBOTIEL TR Freenom —EEMPRER SR HIX LRSS
EVRTE 2013 £ 3 A 1 BREXE At RIEEEMES,
Freenom TER MRS MR SHR R 2IEMARSS »
EHETENIARERRIEM

39. IEANE—RIETT R R4 e AYAREE ,Joost Zuurbier 1 Marcel Trik
B T — M TR ABEARMBINE HEEE T MR T AR SRR EH.
XARERY REIEEANEE A5 = IFHERI =R THER
WEN AR THENARE , ERAR S AR IR EERN
EEIIFHERILATIRIPR TR A BHIE M BEAINLE
30_EFfAR ,Joost ZuurbierMarcel Trik FE &SR & FH 7T —LEAEXAY
EERISA, 40 Freenom, Inc. #1 OpenTLD, Inc. Freenom, Inc. BiL
Joost Zuurbier F 2012 £ 10 BESFRIEMNIL HTF 2013 4 3 BfiF#.ATNE R
Joost Zuurbier BEZATRISHFRES Mt 584 Castro Street,
Suite 290, San Francisco, CA 94144,0penTLD, Inc. t2E8 Joost TE4FHRILEMARIL
2012 £ 11 A ,Zuurbier BR{ITFE S 584 S HE

2015 F 1 BAREEBIMSE Freenom, Inc. #1 OpenTLD, Inc. HRERAF

9 FBRIERERHEIF
RS 4:22-CV-07768-HSG
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W N A HOBTHE

40, EBRTHE RERA BN EAENAXFRTN S AL
BRIV E— R, DS RR AN R
SHFEERIEN S35 F IR ERIMEEM IR HERITME VTL
AT,

41. 1848 28 USC § 1391(b)(2) X FEME SRR M BiE
BR3 HEFRRTEIEAIA SR SRR EE R 47
X,

42, HR4E Civil LR 3-2(c) AR AR T4 B
AN FA S AR
. S

A RERETATNES

1. 5

43, Meta B—XRWE 500 3BAE] Fefft Facebook FE3RiLFN
PSR BT A SRR HAE R R SN R
TEAA TN A SRR ER o

44, Meta A SN EITRIIRSITSME B, MURIE
TELARSS B EIRISH) FACEBOOK XERITAE R (L ESAT HEER

B 2004 FLIRSHEBRSHEXAMTS.

45,  BTISHEEERFISN Meta EIFE NS EE

H FACEBOOK FiSHmstTat % :
Ao EEFMS 3,122,052;%0
b. EEHME 3,881,770,

XL FAHE BRI ERMIS 2 MTERE—RIETTEHEIRFF,
Meta RVEEEFLFMFEFHAIT A “Facebook

Bt 7

12
Meta Platforms, Inc. $#5 Facebook EiT. Facebook BSEAHES

SRR T Meta BIRIATIEHR Facebook, Inc.o

2215 4:22-cv-07768-HSG 344 20 Y3#4F 03/03/23 85 10 BT,3£ 51 TT

10
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46. Meta iTHEIHEE www.facebook.com FIEL i

|| R Facebook miTHR A H s mmAARSS BIMG,
47. Meta EMNFRERZH 2R Facebook 1T,

o || ESHBA LHIE, Meta BEFIBMEHITARINE

I~ Meta # Facebook FSHRFrTEZERIRY E) K5/ JHIZEFE /F /9 Meta B9Z5
|| BBIIHNMER Facebook BiTEEEN (FHEEVEREE

Tl 2011 %) RAEIHEEEANHEEEPANEERER ERNRIE

“ || Meta {RHEAIERAARSS

9 2. Instagram@y

10 48. Instagram fR IR A ARSI EANEREEARSS FS BN AR LN

L1 s, Instagram FIFETLUERE STELAN 4253 S0 BB A AR,
12 49.  Instagram FAIMEEH INSTAGRAM IFRITIEAEN A
13| 2= 0rstR, AE 2010 FRAEER AR S PERD TIXLERSAT,

14 500 RRTITZHIESEENFISL Instagram ERE RS EE

151 INSTAGRAM FtRA0RIHR M, E04E

16 I EEIMS 4,795,634;
17 b. EEIMS 4,146,057;
18 . EEIMS 4,756,754;
19 d. ZEEMS 5,566,030;
20 e. ZEIMS 4,170,675;
21 F. ZEEMS 4,856,047;
22 Go EEFAS 4,822,600;
23 Ho ZEES 4,827,509;
24 ZEEMS 4,863,595;
25 j. ZEFMS 5,019,151;7
26 k. ZEEMS 5,869,731,

27 || XS EART BRI TERMHE 3 MEAE— RIS TSRS,

28 || InstagramfEE ARLEMBARMILHTA “Instagram

11

FRERERHIR
RS 4:22-CV-07768-HSG
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iR, 713 -

51 Instagram XA FHIEE www.instagram.com FIEL RIS
£ Instagram PR AT HE SRS HIRLL,

52. Instagram TEMFRERZAT 2R Instagram 4%,
EESMEAR FHHE, Instagram BEEHIERERI—NEEN
JIHEET Instagram F Instagram FtRTMIRN\AIES 8] $EFZE R E R
BT Instagram BYSEHFMER Instagram BIFREER GFE—ERER
E/DM 2014 FFFR) EREIHEEERYE REEPRIA SRR
Instagram #EAEAIRE BRI RAARSS .

3. WhatsApp#d

53. WhatsApp #2fft WhatsApp,—FHiEiH L2 Al A H EFMFARSS ,
ELBCEEN S EMAITENIR M.

54. WhatsApp B Z NSRS ITSHE BN BIE
JRAFHY WHATSAPP SCFtn , E/E S AR S E AT
Z/DM 2009 FFFA.

55. BRTTZBIEEEAFISM WhatsApp EBE R ZEE
WHATSAPP #RSHIEHT AR , BB RIRT

Ao EEEMS 3,939,463;

b. ZEHMS 4,083,272;

C EEFMS 5,492,738;#1

d. #E®S 5,520,108,
XESEARERHRIAIEAMIE 4 MERSE—RIEITHHERP,
WhatsApp BUEEENEEMEITNGIT A “WhatsApp
L

13
Instagram, LLC ##8 Instagram @&itn.1¥% Instagram FARAEAHIETREA Instagram Inc. 2FfiE&. Instagram Inc. B

REEFE,B5 Instagram LLC &3,

14
"~ WhatsApp LLC #8 WhatsApp &itT.&T EME

WhatsApp BRI T WhatsApp BIFTATIZHE WhatsApp Inc.o

12 FBRIERERHEIF
RS 4:22-CV-07768-HSG
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56. WhatsApp #HEHEE www.whatsapp.com FIEL AL
£/ WhatsApp EtnsRiR At HramilAR S5 AL,

57. WhatsApp TEMBREEZHT 2R WhatsApp &itr,

ELE B FHHAY, WhatsApp BEH RSB AT
J9HEr™ WhatsApp #1 WhatsApp AR N\AYES (8] $&F1EE .
BT WhatsApp Y3 FMER WhatsApp Eir5

WhatsApp SRR S .

58. Facebook @&itF.nstagram BE4xH WhatsApp BiT2
G REET o

59. RESEREEN TR RSHTERN &
RIBR S AR RME. S5 L ,Facebook BfT.Instagram &3R4l
WhatsApp Bitr2 E5 [ NRZIARTRENMERNmEZ —

EEML KRR EEEMHET.BrandFinance # Interbrand,

B. WEBRAAT R LG IR 207E

VaES

60. IRIBE RS, B—MINERMKS Freenom BRIL
F Joost Zuurbier F 2012 fFHEH,

61. wWERMEHAZIE MR R TNEN—ER FIEXLEEN T
Freenom BWFRARIEEEANSE, — NS ccTLD BRSSFRAE.ID Shield.
Yoursafe.Freedom Registry.Fintag.Cervesia.\VTL.Joost Zuurbier Management Services BV #1 Doe
BRI T R R BRI AN FI B ERAIR RS
KRR Hi#t—HLI Freenom RIERT.

62. Joost Zuurbier #1 Marcel Trik @XLERRTFHE RAES HE
RIEEEAES M R EEXEIA LI Freenom BAEAER
FEAhAR EH PSR A X TEEMUS,Joost Zuurbier #1 Marcel Trik
TR EBTFEIERIX LR ERSABFTE A EEL R EE

TiRILHIBRHESS 5ESSRILHEARE SR KL

Joost Zuurbier #1 Marcel Trik B3#ES.
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63. BFASHMTI MBS RS WS
o || RARFE KERDILUNATICR (DELURFER) FiE

o || VL R BRI S R S AR

|| Sk AR E S HERT (G EIERE S SRR TR
DERZAEA) LA IR T EIRE 25

|| SEE— RPN RS BRI A A (RS FRSC A e

Tl JTHIEIR Joost Zuurbir 1 Marcel Trik B4R SRAEIRIFERIERS

| R CEIELO—ERAMSERESIIRE) UK

I || IBNEF S AT P T ST R P T HA AT,

10 64. TEMBTXMERWATIIG 15

1 \Fiese e FEVHBIER HIE A E—E ERNEHAER

12 || saipans 15 o
13

14
15

16

17

18

19

20

21

22

23

24

25

26

27 || BB NS BT B TR RS AT RN ERI0ATIEN  FEREFTENINE S0 M 10

IERECHR HHER,
28
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Joost Zuurbier
sole shareholder, Management

director .
" Services B.V.
\
3
- controls/
‘ director
Lol
Johannes |
o Wilhelmus ) Yoursafe B.V. aka
Antonius “Joost” director Verotel, BitSafe, Bitsafe
Zuurbier P— | | Payments B.V. (until 1
7 " director z ® Dec 2022), and Verotel
Holding B.V. director Merchant Services B.V.
" T Yoursafe Holding 4
| director until B.V. trade name: soie
24 Qct 2022 Stichting Verotel Domains e
sole =
9 harehold Administratiekantoor known as Verotel
[=Snarchold; Verotel Holding International B.V.
10 director until 20 Dec 2022
director -
11 + director L director :
Cervesia Acida B.V. - sole 4 Trik
director of Bitsafe B.V.
12 until 24 October 2022. !

Held or holds 87.5% of the

Fintag G B.V. - Al
share in Bitsafe aka Fintag el bl o
13 operated under trade name ——CFO ——

Bitsafe B.V. until 13 Dec 2022
majority shareholder
14 ‘ ;
—director and sole director
. director
15 |— sole managing — e —Y
director / chting
o —— Administratiekan- Fr?edom
16 — toor Freenom, aka owns 8% of ———p Resistry B.V.
A

'S : 3 StAk aka Freenom

5 ¢ccTLD operating companies: [Netherland Administration
17 Corporations] Office Foundation

*Mali Dili B.V. aka Point ML Domain
18 Registry [.ML] sole

*B.V. Dot TK [TK] i acton shareholder —

*Centrafrique TLD B.V. [C.F]
19 CEO *Equatorial Guinea Domains B.V. [.GQ]

*Gabon TLD B.V. aka My GA Domain

Registry [.GA]
20 I Y

sole shareholder ———

OpenTLD B.V.
Operates under trade

21 Fref:nc:m sole shareholder _| names Freenom and
Sarl BitSafe Domains
22
director
v
23
VTL Merchant provides
24 Squporl, Inc. services to
nown as
Freedom ] was sole shareholder of
25 Registry, Inc. until OpenTLD in 2012
Nov 2017 Stichting OpenTLD
. WHOIS Proxy aka
26 OpenTLD Whois Proxy
Foundation
27
28 Secretary and CFO
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L WEN—RATERIBIEAT
PIAE A A B L B SR AYRERI T A
EiF#RR
65. W4 Freedom Registry # Bitsafe BV (Fintag BIR#HR&MR,E2

2022 £F 12 A 13 H)SEEEZEN T 1A R4 it I E P — iR
PIAEE T IR AR R AR BB LR EIER
Freedom Registry #1 Fintag/Bitsafe BV BIFFEREHSH T
3ARAE
RN BRI R ARIR PRI A B A S5 4R 2R , AR

MEAREEMB QTR S BEEA

A0

FENBAT RAEBERE ISR —REFRGE
NEMHRIE LA TRV S SR HRRIG R E A
WHstEH Joost Zuurbier IESEM Freedom Registry #iEl, 16
66.2022 £ 10 A 17 B fIBHEMSFHARIEEFIR (FSGEAEN
TEAMHE 16 ITESE—RIETTENRIFF) ZdRIFT 2022 & 12 A 22 B
FHSHUTRAFELER:
67. Fintag/Bitsafe BV.Freedom Registry.CervesiaF ZHHXAE] UK
Joost Zuurbier FF& T—MATEENLT ;S8 Joost Zuurbier
HEXBYIEIER AT Finstag/Bitsafe BV, Fintag/Bitsafe RidREEEFMZEK
Freedom Registry BB 7R , SEF & H5 FE A BRTFE

Fintag/Bitsafe BV #1 Freedom Registry H X2 2R F— EHE—RABHEH|

. JERRFIRBEE TR N AR ;BR IZRTEHIR T I ATEAEX A BRHEERIS BRI H BRI ATHER XIS
Joost Zuurbier 1BEMERIABRT AL SR SR EBH RPIIE R A LT Joost Zuurbier,

40 FEFTR SABIAE Bitsafe BV (T Fintag)Z Freedom Registry BM—EE FFEH 64% MR B EEIZFRY
RAEIE Freedom Registry 28% BB {7 ,—R B STAK BIATHHERIR 8% BIRS 42 Cervesia =& Fintag/Bitsafe
BV HME—EEFHIFEE 87.5% BIB(# MR Stichting Administratiekantoor Bitsafe FISC{A$54 Fintag/Bitsafe BV #
RBY 12.5% BIREMA. Joost Zuurbier 2 Cervesia WME—RRFARMES FILTEIZRE R RIS EEEIEHIE Bitsafe BV A
BY ,Fintag fka Bitsafe BV & STAK Y& ,Freedom Registry & Freenom FIME—RE 7R,
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A Bl Joost Zuurbier,

68. PR ARRA &I Freedom Registry.Fintag/Bitsafe BV
Freenom FH#EFFRTIRA—K, AIAEER THA B EE RIS,
XMESHE Freedom Registry RUIGRE IR HIRETE Freedom Registry FRIBE D EHEIN
Fintag/Bitsafe BV BAAHILAE]
BEELENWEIEL Freenom Fintag/Bitsafe BV BT Freenom MFFERT
R 1t Freedom Registry T B Fintag/Bitsafe BV MAKEFF
XL T Freedom Registry 3% Freenom Z{4HIAZEZEMA, Joost Zuurbier ftH
REGNEEREIE Freedom Registry 240 X 22 FH
Fintag/Bitsafe BV BFOQABIEKIE /21 Freedom Registry SSEU “URSZ ", MmZRER
XF Freedom Registry ZEREAINEEMES. Fintag/Bitsafe BV 444
MIBESEESZ 1T Freedom Registry BIAEZEA,

69. BRTIRAARHMAT Fintag/Bitsafe BV # Freedom
BIRSEREFMERXZIER BHEIER “—BERE
SEEREEERNINS SRIRERAHXS
HESHRERILTHE Freedom AL ] FIARFIFIN SHHEZHER
SENEST

70. {5140 Freedom Registry # Fintag/Bitsafe BV RAEIRRZ ATIXF
IR [CERE SF5IE Freedom Registry # Fintag/Bitsafe BV &iA
Freedom Registry 2013 ££F 2020 FHIM SiRTATE
KB, Fintag/Bitsafe BV I2RXM—HFARAR R 2013 FMEERS,
20144 20178 ZE20205F RIZATHR 20155 201 6F FEHRE
MERARFL LS FTIBETR AR K BRVERE AGA
5izial@itBx i Fintag/Bitsafe BV 58 iC R IR MIEHEREWE
2014 £.2017 £41 2018 BT /B Freedom Registry B—AG@d Y

18 Freedom Registry # Fintag/Bitsafe BV tikAEmE& A& R

B R BTN R R SRR A
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BRESRAN S EARAY 53 5B ST , ST ISETS AR
MEBFTHIEHITEE Freedom Registry FNIEMEBERRE HA
EBENET,
71. IRIBZRTE Fintag/Bitsafe BV FIAEBIATA
XF Freedom Registry @R GEN, BB EBHREAS
Freedom Registry 7 EE&EH Freedom Registry RFEAIE RN SRE.
72. EDOHTFXERR SIS FHERTIAE Freedom B
B NEIR BT IS AR R X R SR T
REE Freedom Registry BIEMEERAIE S F200E SEEE a8
EBDE R AR RN B SIIEER RN E R RS
Freedom Registry NES RHET—EEREEUTAENINS
FERIHE, SERTRERBELINERMSE Freedom
FIC R BIRFIFI X SSRERY BT A
73. BFXLEEEER MBS AR TREE
M 2013 FFIAERE Freedom Registry FE#n T Freedom RIS
FioEE BREICAMES,
74. FIIBERS Y ABRXan < Freedom Registry SZ{HiFIAZRA
IR R EERIRN T, 7
75. EEEZRERFEET ,Joost Zuurbier BRIL T—KREH
Joost Zuurbier Management Services BV Joost Zuurbier 2 XK ABNMHE—IRFFES
A\F) 4k Cervesia Z/GRA Fintag fka Bitsafe BV FZES
2022 £ 10 A 24 B BIFISESFHERR EHEREIR 7 XRo

76. Fintag 22 Freenom HEDE MMARR AR RIIME—RER

BRATHRER—E B S MEE MBS E MO EFI90,Yoursafe Holding BV F 2022 £ 5 A 11 B3 7 2018 MEFR,
BRALZHRR 2019-2021 FaRE. Freenom F20205F 128158483 720175 & ,2022F 5811 HiR 3R 720180144k & ,2022
F10H18ER R 7201944k S ;20225 11 H15 B2 32 7202004 ik S o

Dot TK F 2022 £ 5 B 9 B3 T 2018 MRS F+F 2022 £ 10 B 18 B3 T 2019 MEIRE XL R B SRR M AT ERIRTF
MRS EBI LT

18 FRIEREEIRIR
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Freedom Registry BYE S ,[G&{¥A%E Freenom FIE—AZZR,

77, FIBE AL AR SR Ao R e EERE
XLFELERERE, L EREEI—REWITE HBEASMRENS— 1 BR
Hih@E I ERHERTRAENE.

2. Freenom # ccTLD RS

78. Freenom ESERSHRBATEIIKFR
JENFERIE FRIE LN S ERINE H A Freenom 1A
FIXLEER /MK ccTLD WEEBEREEEZ RS

9. SHFEFARSHIA D ccTLD FHIE—1 Freenom AR T— ML R
RS ZERILEAIRSZAF AT Dot TK for .tk of Tokelau; .cf BI% CF
FREHEANE] ;778 UL .gq #9 Dominio GQ; Mali Dili {£% .ml of Mali;
FFRAINNSE .ga B9 GA,  Freenom 3§ ccTLD FRSBIEMEMNE “FR7” ,

“RHARM “ZLAF .

80. IRIB(E BANS Freenom FTEITHIINAL /35S ccTLD ARSS
RME FAR— M ATEXLEFAEEEER SRIRA.

/A N0 Freenom BIEERITE Joost Zuurbier @ XARATNEE
ccTLD RS IRMEH Joost Zuurbier [BHEITHIR Fintag th2

1 ccTLD BRSBIRIEAE M0 LFFA Fintag t82 Freenom MEE HAR
Freedom Registry BUAR ARAE—EE FENE

B,

81. IRBEEMER XL EE SRR AHN/FEERRIL
EIEFHES Freenom F ccTLD PRSZR MR, MBEE ccTLD RS
RILEEREEA—EERAANE—EE AT,

82. Freenom # ccTLD ARSSIRIERSERHZARRRL S53tbmt 3 H

SRR ERERNDAE BT IHEN JTERRS MR
FREMIIEERTELILS,
83. IRIEE S Freenom 1 ccTLD ARSIRAEIFE

B FNEE A RARRTRAI,E D ccTLD ARSSBIMS
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RIEFHESIEE “BRIFEMN Freenom”H/REE R freenom.com BIHEEE,
84. EREF S ccTLD ARSHRMHAZITIMNET

TR JZEFIEES Freenom BTN HRIGE

249543832 Dot CF.Dominio GQ.Mali Dili 8; My GA ;FAHE & ,iZihE=

EEAZ Freenom AL LLIME(E S B FEAYEAR. mUs 28y

M TF point. ML ARRRTIHRETEERFRHENEE MEFR

ETENFESES:

€ 9 C 00 A Kotwecure pointmier/indexhimi?lang=en e & OB %

.mi i) T St

Register your FREE ML Domain Name
test-domain-name| ML

Plingisi w oo =

Abou| Poat ML
Pakck

B2, ZhRERE “Fa e I REE®E freenom.com FEAREM TR AT

SR A0 T EEE,

=% x

*» 00 :
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~ x
N Jowain Checisr - Fregrom ® o+ (u]
L o C 0 A Mutseauns | myfeenmpmoomidorses pholammulabiip@domam=tsi<domsin-rs. 22 % O B & » 0O o §
g e £

Check

test-domain-name.ml Availability

test-domain-name = m I
00
usD 0- m

v Selected -]

85. B Dot TK Mt b “BUER" TUERLRE SR EEMEE)
i F freenom.com 15 FHIBERBIE.

86. tRIE(E BFE Freenom 75
3 Freenom 3&d ccTLD ARSSEMEHEEBITHY ccTLD ARSS 1R
7R,

87. X F=BFSME Freenom H ccTLD RBIRIEFEE R
AR AYZE IR0 JESEARBRY ccTLD SRR
H ccTLD ARS3HRIEEIR LS Freenom,

3. Freenom # ID Shield

88. 1D Shield 1= HHIEARSS 3@ ID Shield A 1R
EMAFUE BEHEX AKX R EIFeIA1R & Doe &
b HER

89. Freenom #1 ID Shield £Z=48EAL St FEEESMN
S EFAEEIDAE BTGB JEERRS KRNI T 189
METELAL S FIIN, HihEE IXESAE/RT AR 1D Shield MsRY

7E idshield.tk,ihiRIE = BEIEEAE] freenom.com,
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RS 4:22-CV-07768-HSG




Machine T

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

anslated by Google
225 4:22-cv-07768-HSG XXff 20 YI4TF 03/03/23 5522 T+ 51 0T

90. IRIBIESHAUER,ID Shield RERITHKFHAER FHER
RETR.

91. IRIEE2ANS,ID Shield S EECHWRT HizER
H Freenom MR THIT,

92. Freenom 22 ID Shield B&ES ,H BRIBEEHAEE .2
S EALt RIEEEFES Freenom ST

BtE.

93. EEEMSS L Freenom T21=HIH Freenom IHEHIEERIRE
BipE,

94. TEEEHMSE 5 E Freenom SELITHIFFEITRIMY
ID $FEHNo

95. HRBEEMES Freenom 11 ID Shield MFREZEA,

96. & FEEHME= Freenom M ID Shield BUEEHUREXFRIBUIN
AMARIEARSS . Freenom WEFERZEMEH LT ID Shield ARSS
3RE Freenom BIMi,

97. X F=EHM{D Freenom 1 ID Shield FRHFIEE

R BRI HTTIZZ A0, “Freenom ID Shield
WHOIS BRAARRS IR TEF “fEMA
Stichting OpenTLD WHOIS X2 [ID Shield] {2 #H9ARSS -
[BA]. .” (3&@) o Freenom ID Shield WHOIS F2FABRSS iR
TEJIBE 5 MITEE—RIEITRUG IR,
4. Freenom # Yoursafe X Bitsafe X% Verotel

98. Freenom #0 Yoursafe HE—MA$EH :Joost Zuurbier #1 Marcel

—ZR &7 Yoursafe Holding BV FYAR]L,HEENXZ Fintag.[Af¥ ,Marcel Trik 2

Freenom HEEI1SEM Yoursafe BVESE.

99. Yoursafe U ZMEmREIFNEE ,E4E Bitsafe M Verotel/Verotel

Merchant Services BV ( “Verotel” ) o

FlOpenTLD BV

1585%, Joost Zuurbier 22 Freenom WWEEHITE 2 Yoursafe WESE, Yoursafe BIE—RARE

22
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100. HRIEELMLE verotel.com, “Verotel 2—F4MSAVEEARSZ f1AT]
BAET 50,000 EEX RS EIE D2 ABRSIR R (IPSP)
il 18 1998 FLIRAYELILSS, ”

101. HEFMETIHZEMARSS BRI 2 (I EE RS
Freenom BIARSS IEA-FAMER Verotel #2fit,

102. Verotel IR {HHHZEMARSS ARYE Verotel ARG
AJ7E veroteldomains.com t3#EI, “[t] Bd5 ICANN IATIRYEME Freenom HUREX R,
Verotel Domains 75 ERRFAANIRL AL EIR iR L ARV EM BT E
HEE MRS SRS R RN MY RIFFIARS .

103. RIBEML bitsafe.com,Bitsafe & “Freenom BIFFEFR
1 Verotel X B TEL Z U SRR M b
SEhE—EE R I—IARSS Bitsafe BEAZ (AW S “BEWKF” ,
Bitsafe 2{# Bitsafe IBAN,RFIKFIFEASS SEPA RZHIFE
I ZANE IR F = BT LUER Bitsafe #4TIEA ATM BGR
fHF. 7

104. Verotel F 2018 £ 6 A 6 B #HBUfMEREE LU TSR “Verotel
# Bitsafe AYFE ML AU FIRHRIPENTER ST
IEARTLAB AN [RSCANLE] 1E Bitsafe JAAR EZARS RAREEANHZRE RS
BIFARY, Bitsafe EIAKRIEMRIZR IR HERI MRS FAGRIF i — B RIFEAIRRTA
HFRFHRRTAES Y, ”

105. Freenom MEEISE3 Yoursafe/Bitsafe/Verotel B9ZE= Marcel Trik 558F
E—HiEfE: BRI EEESERFETREN, .
Bitsafe A TAMYE—MEIEIMKFAPRIPENE S JERIPEHEF RS, ”

106. HRIEEEMER EE SRR RN /HEERRIT
BIEIHES Freenom # Yoursafe/Bitsafe/Verotel ,fTEizE Freenom 1
Yoursafe/Bitsafe/Verotel B—HRIFBEFH—EERANGEHLE

107. Freenom #1 Yoursafe/Bitsafe/Verotel #HEAEREAI A EILE FHE,

ERMES EREERDAE ROt EN JTERS KR

- . Bitsafe #3714

. A
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FREA HEE ALV S,

108. 1RE[EEFEE Freenom R 5
Yoursafe/Bitsafe/Verotel,{5liFreenomi@id LA T AR AL B &R
Yoursafe/Bitsafe/Verotel X &5 Yoursafe/Bitsafe/Verotel F1THXES
MR ZEFLEES Freenom FiTHY

109. XF=BFU=1E ,Freenom F1 Yoursafe/Bitsafe/Verotel ;R &&H
B Z BRI R FIaNERE 2 AR S5 H9ZE A
Yoursafe/Bitsafe/Verotel 12 {EEVFHCIEARSSH Freenom fefi.

3. Freenom #1 VTL/Freedom Registry, Inc.

110. Freedom Registry, Inc. F 2013 SE/EFFIEMNEMALIL.2017 £ 11 B,
Freedom Registry, Inc. IEECE®&A VTL Merchant Support Inc. (ZXXH{E#FHR
BRIFEHR “VTL” ) ©

111. VTL 7£ 2012 &2 Freenom HIME—RZZRM 2012 FEE|
B#i ,Freedom RegistrymsFreenomByME—AR Ko

112. VTL [ NEISS BHR AR BIS HR Ell S5 2R BUHARE 7

RfhdiE, 7

113, FEIR A IMNES IR VTL RREEEDAE
TENIFREREILMZ 2225 East Bayshore Road, Suite 290, Palo Alto, California 94303,

114, VTL miiFHERIMNESSEHESZHX HHRE T “Johannes WA Zuurbier”

(X% Joost Zuurbier fBfE VTL BIEREHITE.

115, [A#¥ ,Marcel Trik,Freenom #1 Freedom Registry HEfEI1 S EFR
Yoursafe ABfE VTL B BREEMSE.

116. 7£ 2022 £ 12 Bsk 2023 & 1 Brifg VTL ERTHERIRS S
AI7E vtl.support HRBIREE XAFZRE T AR AR T

117. RIBELFTAIMIS VTL 8 “RerERREEEIa M
FREAAFRI AR HARSS . ”

118. VTL BV SE M SHARRINLL L FAEE ,

EEMER, SWEB XK LLAIVT LLAFTBIFISARL R

24
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55—85 VTL Support Services, Inc. ISR ;X B —RKAEXMNAT

Joost Zuurbier IBER2H FAH B FEHNES SXLEMuLELER
LR

@ VL support Services, Inc x B EE
- C & Notsecure | vilservices * » 06O :
@ UDRP Search o database @ Conscle

Support Services, Inc.

VTL Support Services, Inc. is a leading international Help Desk Outsourcing service for both Enterprise and
medium sized businesses. If you are an IT leader looking for guaranteed service levels for your help desk
service, technical support, or customer service needs, our help desk outsourcing service can give you that
and more.

WE OFFER

Live 24/7 Agents

Guaranteed Service Levels

U.S. Based Help Desk

Email, Web Tickets Support

Live Chat Support

Integration with the latest CRM software (Salesforce, Base CRM)

Qutsourcing Help Desk With Guaranteed Service Levels

When you partner with VTL Support Services, you gain a partner recognized as a leader in the help desk
outsource industry.

@ V7L Merchant Support I X o+ A =
« C A Notsecure | vilsupport 2w 06
@ UDRPSearch . datsbase @ Console
Merchant Support Inc.
-
.

VTL Merchant Support Inc. is a leading international Help Desk Outsourcing service for both Enterprise and
medium sized businesses. If you are an IT leader looking for guaranteed service levels for your help desk
service, technical support, or customer service needs, our help desk outsourcing service can give you that
and more.

WE OFFER

> Live 24/7 Agents

> Guaranteed Service Levels

> U.S. Based Help Desk

» Email, Web Tickets Support

» Live Chat Support

> Integration with the latest CRM software (Salesforce, Base CRM)

Outsourcing Help Desk With Guaranteed Service Levels

When you partner with VTL Merchant Support, you gain a partner recognized as a leader in the help desk
outsource industry.

esses will lead to distinct

Our state of the art technology and

119. FF KR NIE 57— 8

Verotel Merchant Support, Inc.,—S$FHIEEMN AT EFER

FH=:S Verotel Merchant

Support, Inc. & Yoursafe/Bitsafe/Verotel W E—REFRATHF— B LF TXNHEL

Verotel & Yoursafe BY@am+E ,Yoursafe i Verotel Merchant Support, Inc. BIWid , 2 7RTE

TENFSEES LERNM MG E EEIEE:
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Verotel Merchant Services, Inc. is a leading international Help Desk Outsourcing service for both Enterprise
and medium sized businesses. If you are an IT leader looking for guaranteed service levels for your help
desk service, technical support, or customer service needs, our help desk outsourcing service can give you
that and more.

WE OFFER

> Live 24/7 Agents

+ Guaranteed Service Levels

> US. Based Help Desk

» Email, Web Tickets Support

» Live Chat Support

> Integration with the latest CRM software (Salesforce, Base CRM)
Outsourcing Help Desk With Guaranteed Service Levels

When you partner with Verotel Merchant Services, you gain a partner recognized as a leader in the help
desk outsource industry.

Qur state of the art technology and i r workflow will lead to distinct

Co WEANBEETH
L. WEEMERRZ
120. Freenom 1R =MERIRH LA MARSS , EMRZ A
“GeERt” . fIBRIEAD “REERIEL o
121. 1R#E Freenom HalRIMLG HEEE— =
FRLUK “ERTFRXET ARANE “WHN” HENTA
122. 184 Freenom MLRYSTATARZS ;19 Freenom iEXHE##1T 7%
BE “ME 500 SBEtE NEMMEN “FEE TRET “EarNtg”

HEEE, "TFHESE Freenom Wik 2013 FHEE

= FreenomF2013F9H13H#FREENOM (EERFF1586/053,896)itnEAREEZFIEn AR 7 HMLEEE R,

26
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RS 4:22-CV-07768-HSG




Machine Trgnslated by Google
2215 4:22-cv-07768-HSG X4 20 Y3#4F 03/03/23 %5 27 BT+ 51 1T

n « cCH www.freenom.com ers htrr
freenom

Reselling of domains is easy

o Weicome 1o e Freenom Reseller page: Freenom is iNe registered trademark of Freedom Registry. our holding corporate ently in
the Netherlands. and its subsidianes

Freenom weicomes all hosting companses. registrars and tradgemark agencies 1o start selling domain names today. With one singie
agreement Freenom aliows you io start reseling domains wihin all domain name extension ihat Freenom operates

Piease ind an example agreement nere
Freenom only accepls agreements that are Fully compieted and signed digitally

Once you have completed the Reseller Agreement we will review your Information Once approved. we will Countersign the Reselier
Agreement and shortly later you will receive your credentiais (emad address and password) 10 use My Freenom and the Freenom
AP

Special Domajpn aid Domains and Free Domains

Freenom recognizes thregfypes of domains.

Special Domains Short lefler domains (one. two o ivee letier domains). Fodune 500 Trademark domains
and certain common dictionnary domains may have a higher price per domain name per
9 year Regstered Special Domains can be registered for a penod between one and ten
ears and have the registrant information in the WHOIS database

- AT eseasilelod 10 be Special Dolmas oa "
10 - Domains The price per domain name per year depends on the domain extension Pad
Domains ¢an be registered for a perod between one and ten years and have the registrant
information in the WHOIS database

11

All domains that are not considered fo be Special Domains can aiso be registered as Free
Domains. Free domains can be registered for a period of thres to tweive monins and can
ONly D renewed (for free) in the 1ast two weeks of the Chosen registration period. Uniike:
12 - - —_— paid domains, free domains remain the property of the Registry Operator. and its name wil
appear n the \WHOIS database The registrant of a Free Domain is considered to be only a
uses of the domain, Where the legal nghts of the domain stay With the Registry Operator

13
14
123. Freenom & RAT MR RERMEHM
w A& 500 32 A BERIEIT FHEE X LHZUENERF Freenom 5
1 HIAVE 500 s2AERIEHRIXY B _ R RITHEREERIINE,
H 124, REXATRRERMIME 500 SRR ZHIEER,
e Freenom AVFSXLEREABRSURB MRS SZ
v FECIA
20
125. XF A ccTLD (.tk. .cf. .gq. .ml#.ga) ,Freenom IRHREITEZ
= EREMARSS -
2 126. £ L EEHEFITICH Freenom MIGRZHHZRE T,
z HEPIREEF— ccTLD HHEM R BB Freenom AT
“ 52 MEREMA HBEIFITLER . Freenom BIRMRMIRME
% BERTREEBMN ( “REHEN IMFIEE—
% RIS 6o
2 127. IRBR BB, “[bly HERAMN. - AR
28

27 FRIERERHRIF
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BN Freenom AMHEIERIIHE, ~
128. FreenomBRZHBINBOEME . “FrB EARINE
iBid FREE DOMAIN DAFRATRIR X BRI —MERR AT [RSCNL] SEERAYESCER
A
129. 7 Freenom #1 ICANN Z[&lf) 2015 FFEFZRF IR M4+
T ICANN E{ET Freenom RYERSEMEARSS Freenom A
“HE =71 [Freenom] SEEMARSS FAEZR AFIIHET,
IFERRIPREMALL [Freenom] BIBSGEM BIAR
BRI AFAF, 7
130. 4N, 25 Freenom B9 .tk ccTLD SEAMEERY
HZEMARSS IHEH WHOIS20 i2RFIHT Freenom MIS— B

BATKAEMA IO Bl &faceb00k. tkEEF=
FACEBOOK.TK

V Your selected domain name is a FREE domain name. That means that, according to the Terms and Conditions of FREE

domain names, the registrant is:

BV Dot TK

Dot TK administrator
P.O.Box 11774
1001 GT Amsterdam

Netherlands

Due to restrictions in Freenom's Privacy Statement personal information about the user of the domain name cannot be

released.

131. YRR ccTLD IHRITHAEY “WRECH &= JE6485)
reserved” Freenom EEEERIFAI A ERIZH BN FAI L HZEHE

2 “BEERAE"

132. —BiRZiFa]4E® Freedom Registry, Inc. 364515

20
WHOIS BREEFXEEHNERER ,BESH

BEEMASFIEENRKAER,
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WHOIS ERFHBHZEM A 21— N XA ZT )
#Freenom “UR[E]"BYBELNT :

SECURITYFACEBOOK.TK

V Your selected domain name is a domain name that has been cancelled, suspended, refused or reserved at the Registry. It

may be available for re-registration at http.//www.freenom.com.

In the interim, the rights for this domain have been automatically transferred to:

Freedom Registry, Inc.

2225 East Bayshore Road #290
Palo Alto CA 94303

United States

Phone: +1 650-681-4172

Fax: +1 650-681-4173

E-mail: abuse: abuse@freenom.com, copyright infringement: copyright@freenom.com

133. Freenom 95— B3 ID Shield 12#tIEIRSS AT RadE Freenom Y
FLASRUH B P /SARITR Ao

134, #WEFM TED 1,500 MERISAERERYESAURZ
5 Facebook EREB MRS LN RAIELE faceb00k.cf faceboOk.cf.
tF~-facebook.cf, facbook.ga, facebooklogiin.ga, facebooknet.gq, www-facebook.gq,
fecebooksupport.ml.facebooksecurelogin.ml.facelboook.tk #1 wwvv-facebook.tk, Freenom (%
Freedom Registry, Inc./VTL),8ES—23 ccTLD fRSSIRER /3 Freenom BI5—2
EHAAERHF ID Shield B3 B2 X ERNHETHE—MTEMA

RIESMAER WHOIS 12 RXERAUHRATT IR

= XE—MNEE X580 AEKXS] EX Freedom Registry, Inc.  VTL 89518 &, EItL 22 Freenom B95—B3AN /33!
B REWL (BT HENE Freedom Registry, Inc. 3E VTL ZI7TEMA M SR EIEX REERNEREREIRS M IRIE RAA,
YEX gTLD S Freenom FEREGFIURIEHE, LIRS gTLD 1HZ AR EREX RS BAERN FHIAERN AR IR
M ABEIRERERIYEE M0 Freenom SEEMARSERIE 15 KRB EEREE N RAA BSRHEARIFSE SR T Hit
Freenom 7£ RAA THIGEREIX 5ME Freenom BEERERBIIRSMNEXRE B AANBER LI Freenom HEERTER]
BTE 2017 £F 11 BABLIZENMFEN T AREIR XE— SR A T XMR IR SR RS 2RI IESEN,
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BIEAMME 1 TES—RIETTBURIF.JL WHOIS $3ERYEIZ
RRESUHRIENIG 7 RSB —RIETTEHZIFFo
135. e TE2D 3,000 MEESHERRENUE R

5 Instagram EARRE ML MAIFE4E linstagramsecurity.cf,

www-instagram.gg.www-instagramhelp-com.gg.instagram.ml.Insta-gram.ml.instagram-com.tk #1
Instagram.tk. Freenom (£ Freedom Registry, Inc./VTL)EtES—5K ccTLD fRSBIRER,
#/3X Freenom BYKIE/AF] ID Shield 28 B2 SXEAERITARGEMRA
B8 X AU BT IRITEE — R IEUERIRIF R
SORHE 1. M EJUMURIEESUHRAT WHOIS EiiERIA
BRIEVTRHIFEAMIE 8o

136. #EEM 7= 800 MERSHERRHEAUIH R
5 WhatsApp BtREEMEAEIASLMIFE4E :whatsapp-messenger.cf,
whatsap-chat.cf, whatsaap.ga, whaatsapp.ga, chat-whatsap.gq, chats-whatsapp.gq, whatsapchat.ml,
chatwhatsaap.ml.whatsaap.tk 1 whetsapp.tk, Freenom (¥E73 Freedom Registry, Inc./VTL)S{EEA>—
alter ego ccTLD ARSSH=ErRIM/2K Freenom Y alter ego KIEAF] ID Shield R BE =
B MR RRTEM N X EAEAUH BT IR E
TEAMHE 1 MITESE —RIETTHHIFHLJL WHOIS $ERIRIZA
REREBIAZEAIHE 9 MITEARE—RIETTHHZIFF,

137 [R5 8FacebookiEtrflinstagramtr G B & MHFAIEE
WA RS2 SE AR AT

138. SR EEM JREET RER WhatsApp BB EEE
£ B EREAREA R

2, M AR BRI E AR EA

139. XFF1E Freenom.Freenom =k
ccTLD RRSSHRtE z — MR RIIFHITRIA R FER.
Freenom BYREHAZMINIE , “Fefi W T EBFRAYIEHHEIERT D ARY IR
iR FREE DOMAIN MHR G ISR BRIV AT

30 FBRIEERHEIF
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Bz,

140 3 FEAMERIEARSSBIEE MEEANZES
FIFEIEL Doe 1HREFER.

141. WEBI VeI EAVR RIS MRV R
Doe #REEARIEIA,

3. WER RS EFRENUNS

142. Doe WEEA T IFSEAVABRITENETIE
Wis ( “GIERLE" )

143, NEMikE E R~ HE Facebook.nstagram /3§
WhatsApp BtRH1ERR S MLLAISNRARUE a0 Az —

Doe #EERAEIRE facebook-accounts.cf iIZEFIEML 40

TEAEE:

or

Create New Account

144. MiIDEY & MILAIEEMTE S —RIEERIRIFE
YNEER 100

145. P98/ STEIR S BB A TR
Facebook.Instagram 2% WhatsApp BREIE, 835K D 12563 485
A TEFE SRR S BB SOk,

146. # & Doe #REXREEMTAIER , BEIETUL
XEATERIRRAS SR 2R S AN HE

147. #EF0 Doe #REXREEATAIER , BIEETL

XEEATICATRRZAS FEMR FI B WL R A EH , S7EFA
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R EBEITHRIRR SR AFMAR.

148. Doe #WERERATIFSENHZRITER
EEMEIRTAARSHIMLL,

149. | E M BFIRIG U S , BHER BV BRI
R AR AR B EEEERRE 2.
1RIE Freenom BYiiE, “JEMA [Freenom BREIFRIA] AEERIIHER
ITEARHR Freenom WRE] RERAGRE LA SR, ~

150. Itk4h ,BME Freenom MEZF FIFR] %288 Freenom
EFR AR EH MPIRF ARIE R BRI,

“FrEILIRE AR [Freenom BUFAIA] S5 EEXANEE

T SERERFHR EAEXAIFRE BV IRt Freenom BYRE
ZRNE, ”

151. WA ERHBREERMTSEAVALZHIT

il

RESEMRENAERBESANE & “S5E5
MGt IN BMEERE Z fE AR S ER T — LR E
R HERGER
152. WEERERIRENFIFZ—=2 instagramchat.ggo
SHEBXMARSAE instagramchat.gq B M TE S EEME] domain.dot.tk22 JAfE

gml freenom.link i1 F&EFR:

2
T 1848 dot.tk (TR THEE domain.dot.tk) iR ESRE IS

i

o

32
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Date Traced: 2022-09-27 00:12:49 GMT

User Agent: Wheregoes.com Redirect Checker/1.0

- # Code Requested URL

v 203
o http://instagramchat.gq

= Redirects: 2

7 1
m w http://instagramchat.gq

Status Code: 203 - Meta-Refresh Redirect

’ (
2
- http://domain.dot. tk/p/?d=INSTAGRAMCHAT. GQ&i=167.71.162.
10 214&c=1&ro=0&ref=unknown&_=1664237569628

301 Redirect
11

3
12 m ( @ http.//freenom link/?k=80808080& =1664237553

Trace Complete
13

14

15
153. Ak, HEEXMAFXELSE instagramchat.gq B, fbfi TRERE R
16
freenom.link, 2 R— IS ZETIE 40 FEVEFATR

17
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@ Freenom link X +
€ C A Notsecure | freenom.link/7k=808080808: =1664309244 e %« » 0O & ¢

FREENOM.LINK

Free Antivirus >

154, {RIRE SIS MEIE freenom. link,iZHHEEE A
Porkbun, LLC,—RAIFEEREME.

155. #&7E Bodis, LLC 1Rf#tAIBRS3 28 _E3EE freenom.link ik,

Bodis, LLC 2—ZREEAT, St SR Hmnll iz

WERTTE freenom.link it £, Bodis, LLC B9—RARARS ZFHRE

fEA Bodis ARSZHIAR A HEEREIEFATE NI BERBRAI =

AT BX BN BVEXFR AR R Bodis WiLS [Esl 52 AEXAVERSFN 5K
£/ Bodis RIEFEUARSS .

156. #&EfEF freenom.link TEEEMIHE R RF=4HEWMNEETTE
BEEMAPA— T EZ MEAURREE .

157. WEEREIUHBE G FE4E facebook
instagram-busines.ml.facebookhelpcustomer.cf.facebookloginup.cf.whatsap.cf #1 whatsap-chat.gq.
BT EERENEZTEINNRREE
FEREAMM 11 MTESE —RIETTRNIFF,

34 FBRIERERHEIF
RS 4:22-CV-07768-HSG




Machine T

10

11

12

13

14

15

16

17
18
19
20
21
22
23
24
25
26
27

28

pnslated by Google

2215 4:22-cv-07768-HSG X144 20 Y3t&F 03/03/23 5 35 TT,# 51 TT

D. ID Shield KIFEBARES

158. Freenom 32 ICANN JARJBYEAR 52 ICANN BY RAA £95R,  RAA Bl
PERIMIE 12 MIESE—RIETTRIIR,

159. HfFEHA Freenom BYEMTEARSTE gTLD A=Y 555K
RAA BB AR S ,RAA ERFHELZFRMN Freenom HY
XL gTLD HZATEMININ. Freenom BIFRFRANS Y
ERATIEEE (84 gTLD HasE®) ( “HEEEm )
TERIMI 13 MIESE—RIETTRNIRH,

160. Freenom AN FE 2 HI—I0 ICANN ZRAE -
ID Shield (fE/HZRVEMA) “RIXF HEEFRISRAMNRERBRE
SEMEFRANERR FRAFEIREE TIRIT I AR SR REE HE
£t (7) RERRME [ID Shield] IEHEN—SIRERFIANSH
EFAE. "SIER 127 13,

161. Freenom #1 ID Shield FIBRSS TS FTERMA M EbiE FAMIAGES 1
W2 EIESIMENANR Z 0 HERES
£ BRI BRI K RIS S IER 13 1 6,

162. ID ShieldEA T— MRS MEAUHE LEITEMA
FHUBSHBX AERXLEHZIFAIZE Freenom # Freenom B9
A T89(E A B0 fE80U% Efecebookiyat.infoID ShieldiFAt A
AMAFUEBESHEX . WHOIS I2REFERYEIZ Stichting OpenTLD WHOIS
TEEMARIRIEA (ID ShieldWEAMIHE 14 HTEARE—RIETTRIRIFH.

163. RENENARERERETHIHEIERS
ERUEZ (847 fecebookiyat.info)iERL T AZIFAIRE 611
123E Facebook &tT.Instagram &t5F1 WhatsApp &,
TR EWBEMARNS o

164. WESERIMRBERITIANSHHEMEKRER
LREFEBNA LTI ENS IR

HR.FEK L,ID Shield RAZBRINESH—IE ZTUE

35
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E. WEAH Doe WEABTERIRFITE

165. #5571 Doe &SRB EAIRITSEMALRFHY
R BBIRF

166 FAUA BT B EREHDoeMISIERR
wE WA EEEEATIRARER
RS

167. #&EH Doe R EIIRFIIERREN
SEEEmEiRSHERRMEXAEE

168. %571 Doe &S B EZAYAFRIILEY
TEES A EHERAUR BRI SR ARSI,

169. WEREEDEFMEAMA U T RAMNIEERES HBER IR
AT RENELAE SREESIMER S LARRSUR B AR

170. IE¥MF% UDRP SURFAREARIARHE AR EEM T AR
Sty A\t ERIEUR B HARMBIER , 81E
MAE5005& BV ZESL E,IE4N Freenom Y 2013 FMUEFAT AR EAINIZIRZ
5iAE 500 s2 A B MERISUR BRI A E SR
ETF Freenom WXLERBFRINEESX—FL ANESTHEMNS
£,

171, {REERFIER MEAEIEET R3S AR S RIER
A& 500 5RAmhE ,FIHNER & A0S SIEE MR fE AN
IREAEAUHBIAR ST R B EARINAIEZ
M1 &=50058 kAl

172, #RIEE RIS W E MM T BRI ZPIRF
%2 ARG EIMIRS SIRTEFER Freenom RYEFSARSFIEL
W EERABRARSS A BME R R SR A B MRS LR
WERF FRIBE RIS XL R ERARS IR S TARLE
RAT BB FAEMAERAIRERARSS .

173, HRFNZEMHREEIEY AR S HEIRF,
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AMBH T4 EN Freenom I T3IEIF Rl AR R HER
XL ER R T B2 AF .
174. #&&# Doe WE BT BN EIHE5HL
RS ETTEH G P EE AR E At ik s
BIENE U BTN EE RS,
175. ID Shield {{EEARS B & RIF
WEH Doe WENSH MMEBIFIHEILT BIFHZET
JR &SRR,
176. I ERERERIRSMKAERS FRETIH
Freedom Registry, Inc. {fEA% WHOIS ie RETEM A ;22T Freedom Registry, Inc.
2017 £ 11 B,4E¥E &4 VIL Merchant Support, Inc. BY ,ERBEA— AT E,
177 TSR WERSEEER WHOIS 2R,
TS BRI MSEFT LR E oA
IR ST Doe WA A0 0 EFTIR,
instagramchat.gq EAMIFEEERRATEECIMIEES
TLREYNLL , HiRiAE X ETE Freenom FIREL EZ5if WHOIS 2 REY

instagramchat.gq DRI T

37
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fn WHOIS x B b - o =
<« C @ whois.freenom.com/cgi-bin/whois?domainname=instagramchat.gq8tlookup=GO Q@ =2 %« » 0O 2

The domain name you entered |
registered (yet).

178. WEBLFEHIRGEIFREE Doe HHRIEE
BMER SIERRIIRAEIER AR SR IR AIEARSS
[REFEMBEATFTE Ao

179. WEBRHE R Doe HEMISH MITE
PIERIEIE , EEARLRICAHE TR SRR A

180. Freenom B FE BB ERMTRIFHE

181. IWEBWEIZ KiFiE) A S EFSE
ICANN FAERAEIR (L EMBUEMRAE S TIREM & HENERIE
HEIE WHOIS $81R , AELER FISIERIZSE WHOIS #5448 H A7
BXERASLANREER.

182. Freenom iX7EiR1E
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G—HESWRRBE ( “UDRP’ ) [ SEEGES
o || SRHERIRSATFTA ABIER o

” 183.2015 £ 6 B 23 HaifE,ICANN E{ET Freenom IEHZAIEES
|| BFRREENHRNILETS 00 K EEHBTHER

ICANN F%E, “[pliRE#E RAABYSE 5.5.2.4 75, - [Freenom] 57—

|| IRES RS RN AR A AR A B LR A

T\ sEmammsa ATAUERNE = A EtTaRS TS 5

| a7

° 184. 7£ 2015 £E ICANN #1 Freenom ZIBHESHH TR
10 TR ML SFIERER Freenom FIEE Freenom &RIAE R 2R 1A

111 Bpss “SERB MRS ER TN A B =5 RAR3 1.

12 185. {3 RFIE ICANN HYES FHEH Freenom B5T—IH

13| Spsr AT noist AR T S S AR RIRSHT,

14| smimd s b SR EAL S A SRS Freenom

15| sHEREmR, * 51 MRRSIET Freenom HERIENEELS

16| mowmEeim mamRS S ANE LT £

17\ sk UDRP BRAR AR TR S S E T IR ERES
18| s e s RABIESE 8 R ARRNECE

19 tnsm s vpscimsRtars T, CRBIT AR NSRS AR S
20 || SEIEEERETET S AR B L URE S S RN

21 || R AR SEASEEER A AR

22 186. W AE M T ZEIR BT

23 || (eeRStRRTE EMRSHITALE Freenom FI/3E ccTLD BRESIRALTS,
24 || VRSO ERR AR/ SRS B BRI ABYEAGEA (08F
25 || fas R ELARIR A FHEISSHSAOEIR UDRP 1IRFREHOEH

26 || (o PR S BOBRSS AR AR
27

23
R RE A Ehttps://www.icann.org/en/system/files/files/emergency-award 24augl5-en pdf L3 E|

28
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